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Webcast - Why
Targeted for Acquisition Workforce Members (AWF)
who are responsible to
• Deliver secure and resilient systems
• Determining cybersecurity requirements

2

Webcast - Why
Provides a forum to bring the right set of disciplines
together to provide clarification regarding
• AWF’s roles & responsibilities implementing the DFARS
Clause and transitioning to the CMMC process
• Migration from current security requirements to the new
CMMC process
• Challenges & issues concerning the implementation and
execution of DFARS Clause on current and future
procurements and the migration to the CMMC process
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Webcast - Why
This is the first of five webcasts. The remaining
webcasts will discuss the following:
• DoDI 5200.48
• NIST 800-171 v1.1
• Request For Information/ Request For Proposal
(RFI/RFP) Contract Strategy Considerations
- CMMC Implementation Process

• Selection of CMMC Levels (I, III, and III+)
- Sensitivity of the Information
- Threat Capability

4

Outline
•
•
•
•

Why DFARS/CMMC
FY20 NDAA
Current Policy - DFARS
Related Policies
-

DoDI 5200.48
DoDI 8582.01
Cloud Computing
NIST SP 800-171 v1.1 (DAM)

•

Future Process - CMMC
-

•
•
•
•
•

CFR 52.204-201
Model Framework
Levels & Descriptions
Levels & Associated Focus

CMMC Accreditation Board
CMMC Schedule
Migration from DFARS to
CMMC Level 3
Contractor’s Preparation
Summary
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Why DFARS/CMMC
FBI is investigating more than
1,000 cases of Chinese theft of
US technology
"They've pioneered an
expansive approach to stealing
innovation through a wide range
of actors, including not just
Chinese intelligence services but
state-owned enterprises,
ostensibly private companies,
certain kinds of graduate
students and researchers, and a
whole variety of other actors all
working on their behalf."
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FY 20 NDAA Section 1648
Required the Secretary of Defense to develop a
comprehensive framework to enhance the cybersecurity
of the U.S. DIB to address cybersecurity standards,
regulations, metrics, ratings, and third-party certifications
that prime contractors/ subcontractors must meet to
successfully implement the current DFARS Clause
252.204-7012

Cybersecurity Maturity Model Certification (CMMC)
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Current Policy – DFARS Clause 252.204-7012
Purpose:

• DFARS Clause 252.204-7012 structured to ensure controlled
unclassified DoD information (CUI) residing on contractor’s
internal information system is safeguarded from cyber
incidents, and any consequences associated with the loss of
this information are assessed & minimized via cyber incident
reporting & damage assessment process
• Providing a single DoD-wide approach to safeguarding
covered contractor information systems

Goal: To properly secure sensitive information (CUI) in the Defense
Industrial Base (DIB)
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PROTECTING THE DOD’S
UNCLASSIFIED INFORMATION
DoD Information
System

Contractor’s Internal System
DFARS Clause 252.204-7012,
and/or FAR Clause 52.20421, and security
requirements from NIST SP
800-171 apply
Federal Contract
Information

System Operated
on Behalf of the DoD
Internal Cloud

Cloud Service Provider (CSP)

NIST SP 800-171

CSP

External CSP
Equivalent
to FedRAMP
Moderate

Controlled Unclassified
Information (USG-wide)
DoD CUI

CSP

DoD Cloud
Computing SRG

DFARS Clause
252.239-7018,
may apply

When cloud services are
used to process data on the
DoD’s behalf, DFARS Clause
252.239-7010 and the DoD
Cloud Computing SRG apply
Controlled Unclassified
Information
Risk Management
Framework and ‘Authority to
Operate’ shall apply
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DFARS Roles/Responsibilities
Requires the program office/requiring activity to:
• Mark or otherwise identify in the contract, task order, or delivery order CUI
provided to the contractor by or on behalf of, DoD in support of the
performance of the contract

Requires the contractor/subcontractor to:
• Provide adequate security to safeguard CUI that resides on or is transiting
through a contractor’s internal information system or network
• Report cyber incidents that affect a covered contractor information system or
the CUI residing therein, or that affect the contractor’s ability to perform
requirements designated as operationally critical support
• Flow down the clause in subcontracts for operationally critical support,
or for which subcontract performance will involve CUI

10

Related Policies – Controlled
Unclassified Information (CUI)
DoDI 5200.48, Controlled Unclassified Information:

• Supersedes DoD Manual 5200.01, Volume 4
• Establishes policy, assigns responsibilities, and prescribes procedures for CUI
throughout the DoD IAW DFARS Sections 252.204-7008 and 252.204-7012
• Establishes the official DoD CUI Registry

General DoD CUI Procedures:

• Unclassified information associated with a law, regulation, or government-wide policy
and identified as needing safeguarding is considered CUI
- DoD CUI replaces all references to Covered Defense Information (CDI)
- Authorized holder is responsible for determining whether information in a document
or material falls into a CUI category, and applying CUI markings and dissemination
instructions accordingly
- At minimum, CUI markings for DoD CUI documents will include the acronym
“CUI” in the banner and footer of the document (FOUO not valid for new
documents)
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Related Policies - Other Transactions
DoDI 8582.01, Security of Non-DoD Information Systems
Processing Unclassified Nonpublic DoD Information:
• Applies to all unclassified non-DoD information systems (to the extent
provided by applicable contracts, grants, or other legal agreements with
the DoD) that process, store, or transmit unclassified nonpublic DoD
information.
• It is DoD policy that non-DoD information systems provide adequate
security for all unclassified nonpublic DoD information. Appropriate
requirements must be incorporated into all contracts, grants, and other
legal agreements with non-DoD entities
• Non-DoD information systems processing, storing, or transmitting
DoD CUI must be protected in accordance with NIST SP 800-171
• Also addresses cyber incident reporting and compliance
requirements
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Related Policies - Cloud Computing
Safeguarding DoD CUI and Cyber Incident Reporting 48 CFR Parts 202,
204, 212, and 252, DFARS Clause 252.204-7012

• Applies when a contractor uses an external cloud service provider to store, process,
or transmit CUI on the contractor’s behalf
• Ensures that the cloud service provider:
— Meets requirements equivalent to those established for the Federal Risk and Authorization
Management Program (FedRAMP) Moderate baseline
— Complies with requirements for cyber incident reporting and damage assessment

Cloud Computing Services 48 CFR Parts 239 and 252, DFARS Clause
252.239-7010

• Applies when a cloud solution is being used to process data on the DoD's behalf or
DoD is contracting with Cloud Service Provider to host/process data in a cloud
• Requires the cloud service provider to:
— Comply with the DoD Cloud Computing Security Requirements Guide
— Comply with requirements for cyber incident reporting and damage assessment
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Related Policies - DoD Assessment
Methodology (DAM) Tool

NIST SP 800-171 v1.1, DoD Assessment Methodology Tool
•
•
•

•

A methodology that enables assessment of a contractor's
implementation of NIST SP 800-171, a requirement for
compliance with DFARS Clause 252.204-7012
Consists of three levels of assessments (Basic, Medium,
and High) that reflect the depth of the assessment and
level of confidence in the assessment results
DCMA, Defense Counterintelligence and Security Agency
(DCSA) and DoD Components completed High Assessments
for the Department's largest contractors; captured in the
Supplier Performance Risk System (SPRS)
DoD will use methodology to assess the implementation
of NIST SP 800-171 by its prime contractors. Prime contractors
may use this methodology to assess the implementation status of NIST SP 800171 by subcontractors
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Future Process - CMMC
• A certification process that measures a Defense
Industrial Base (DIB) company’s ability to protect
Federal Contract Information (FCI) & Controlled
Unclassified Information (CUI), within the supply chain
- FCI is information provided by or generated for the Government under contract
not intended for public release
- CUI is sensitive information that requires protection under laws, regulations
and Government-wide policies

• Combines cybersecurity standards and maps practices and
processes to maturity levels; from “basic cyber hygiene” to
“highly advanced”
• Builds from existing regulation (48 Code of Federal Regulations
(CFR) 52.204-21 & DFARS 252.204-7012)
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PROTECTING THE DOD’S
UNCLASSIFIED INFORMATION
DoD Information
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DFARS Clause 252.204-7012,
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CMMC Roles/Responsibilities
Requires the program office/requiring activity to:
• Identify FCI/CUI Data and Marking Requirements
• Develop/Update Security Classification Guide (SCG)
• Identify CMMC Level(s)

Requires the contractor/subcontractor to:
• Develop/Update Artifacts/Deliverables per RFI/RFP
• Initiate/Hire C3PAO to perform CMMC assessment
• Develop Supply Chain/Tier 1 & below Contractor Support
Agreements
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Related Policies - Basic Safeguarding of
Covered Contractor Information Systems
Code of Federal Regulations (CFR) 52.204-201, Basic
Safeguarding of Covered Contractor Information Systems:
• Covered contractor information system means an information
system that is owned or operated by a contractor that
processes, stores, or transmits Federal Contract Information
(FCI)
• Supplier Requirements:
– Provide basic security - CFR 52.204-201(b)
• Limit Access, Authenticate, Sanitize, Monitor, Find/ Fix Flaws, Patch,
Detect Malware, Scans, etc.

– Flow down these requirements to Subcontracts - CFR 52.204-201 (c)
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CMMC Model Framework
CMMC Categorizes cybersecurity best practices at the highest
level by 17 Domains

DIB companies will be accredited under the CMMC only if they can demonstrate compliance with the
required practices and demonstrate mature processes required for the given CMMC level

19

CMMC Levels and Descriptions
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CMMC Levels and Associated Focus

CMMC is designed to provide increased assurance to the DoD that a DIB can adequately protect CUI at a level commensurate with the risk
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CMMC Levels Comparison
Levels 1-3: Moderate Threats & Below
• Security Requirements:
- CFR 52.204-21, DFARS 252.204-7012,
NIST SP 800-171

• Risk Based Approach:

Levels 4-5: Advanced Persistent Threats
• Security Requirements:
• Threat Centric Approach

- Risk = Consequence * Threat * Vulnerability •

• What is the threat likely to do?

- Inventoried assets w/ perimeter defense
CMMC Level
1
2
3
4
5
Total

Number of
Practices
Introduced at
CMMC Level
17
55
58
26
15
171

- Level1-3 + NIST SP 800-172 (171B)
- Worst Case Scenario

What could the threat do?

- Zero trust architecture, analysis, & dynamic
defense
Source

48 CFR 52.204-21 NIST SP 800 171 NIST SP 800-172
15
17
48
45
11
4
15
110
15

Other
7
13
15
11
46
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DSB Threat Tiers
Tier

Typical
Organizations

Vulnerability
Exploitation

Resources

Motivation

Scope of Access

I

Script Kiddies

$ Hundreds

Bragging rights

Minimal.

II

Hackers for hire

Exploits preexisting known
vulnerabilities.
Exploits preexisting known
vulnerabilities.

$ Thousands

Theft/sale of
business, financial
data

Minimal.

III

Small teams of
hackers, e.g., nonstate actors

Discovers
unknown
vulnerabilities

$ Millions

Localized or sparse
physical presence.
Minimal supply
chain access.

IV

Larger, wellorganized teams –
criminal, nonstate, or state
sponsored

Discovers
unknown
vulnerabilities

$ Millions

Theft/sale of
corporate, govt
leaders’ personal or
organizational data,
political impact
Theft/sale of
corporate, govt
leaders’ personal or
organizational data,
political impact

V

Highly capable
state actors

Creates
vulnerabilities

Political, military,
economic impact

VI

Most capable
state actors (U.S.
rivals)

Creates
vulnerabilities

$ Billions. Can
pursue a few
complex attacks
concurrently.
$ Billions. Can
pursue many
complex attacks
concurrently
over a long time

Physically present
and/or supplies
technology worldwide and in space.
Physically present
and/or supplies
technology worldwide and in space.

Political, military,
economic impact

Skills and Capabilities

Localized or sparse
physical presence.
Minimal supply
chain access.
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CMMC Accreditation Board (CMMC AB)
• CMMC AB is responsible for training and certifying third-party
auditors (C3PAO) that will validate cybersecurity practices and
compliance of defense contractors
• Consists of 14 members from industry
- Board Chairman: Ty Shieber, senior director of business development at the
University of Virginia's Darden School of Business
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CMMC AB – Do’s & Don’ts
Do's

1. When mentioning CMMC, always place the word DRAFT in front of it, so as not to mislead readers that the
standard is complete and released.
2. Share valid information about the CMMC standard acquired from this site or the Official DoD site located at
https://www.acq.osd.mil/cmmc/index.html.
3. Prepare your clients for CMMC by training and educating them for DFARS regulations and NIST 800-171
guidance. It is the law and there is an increasing number of audits being performed right now, in 2020.
4. Become an expert on CMMC by reading the standard, assessment guidance, and training materials that will be
published on https://www.acq.osd.mil/cmmc/index.html. These materials ARE NOT YET AVAILABLE as the
standard is not complete and released.

Don'ts

1. Do not state that you are an expert on CMMC. The standard is not yet released. No certified training exists yet.
2. Currently, DFARS regulation requires self-assessments under NIST 800-171 guidance. Do not focus
training on future requirements (CMMC) at the expense of current requirements.
3. Do not charge clients for workshops, seminars, and training that promise CMMC compliance. The CMMC-AB will
provide training and certifications to empower you with those opportunities.
4. Do not sell or promote tools that promise CMMC compliance with certainty. The CMMC-AB will create standards
for tool producers to use. For now, ensure that any tools promoted focus first on completed and released
standards, or best practices."
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CMMC Deployment Schedule
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Contractor’s Preparation for CMMC
• DIB legally bound to follow the provisions of DFARS
Clause 252.204-7012:
-

Safeguarding DoD CUI
Reporting Cyber Incidents
Flow-down DFARS Clause to subs/vendors

• Identify/focus efforts on deltas between DFARS
Clause and CMMC process
• From the CMMC Accreditation Board:
“… Do not focus training on future requirements (CMMC) at the expense
of current requirements ...“
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Summary
• The new CMMC process will eliminate self-certification of
compliance
• DIB Contractors will be required to undergo 3rd-party Audits
of their IT Systems and Cybersecurity Policies by
Independent Assessors (C3PAOs) to receive a CMMC
compliance ranging from Level 1 to Level 5
– All practices for the required CMMC level must be met for contract
eligibility (RFI or RFP)
– Expected to appear in RFPs Sep 2020
– Compliance expenses are “allowable cost” that may be included in
DoD contract bids.
– Certifications from C3PAO audits good for three years.
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For additional questions, please contact
Chris Newborn at
chris.newborn@dau.edu or
619-370-3076
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