
OUTPACING CHINA:
ACHIEVING SPEED & SECURITY

Paul Shaw, DSc



Great Power Competition (GPC)

Is China pacing/outpacing America's military capability? Y/N

Even as we develop new technology, do our open networks and society allow China 
to quickly exploit our efforts and nullify our gains? Y/N 

To thwart China's strategic effort and bolster US military capability relative to China, 
we need to Increase -- Speed/Security/Both 

Can we identify actions to thwart China's efforts via acquisition, requirements, 
resourcing, and industry processes to meet our strategic objectives? Y/N

Are you willing to participate? Y/N

Who would you recommend to assist in this effort? Email paul.shaw@dau.edu
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THREAT-BASED ENGINEERING
“Institutionalize Threat-Based Engineering and Acquisition. 

By addressing cyber threats during the full life-cycle of 

acquisition programs, DoD will design, procure, field, and 

maintain trustworthy, resilient DoD networks, information 

systems, and weapon systems. DoD will strengthen 

requirements, acquisition policies, and directives to ensure 

that cybersecurity is recognized as essential to achieving 

capability requirements (e.g., as a key performance 

parameter) in all DoD acquisitions and that systems 

security engineering is an early and integral part of all 

efforts. Engineers, acquisition managers, and logisticians 

need to integrate cybersecurity strategies more effectively 

into existing Program Protection Planning, acquisition 

oversight processes, and supply chain management. This 

will ensure that cybersecurity is inherent in the system 

design, maturing across the lifecycle, and program 

management decisions are informed by the risks the 

program is expected to face.” (p. 3-4)
https://dodcio.defense.gov/Portals/0/Documents/DoD%20Strategy%20fo

r%20Defending%20Network%20Systems%20and%20Data.pdf



ATTACKER

Adversarial Thinking

• Will violate your assumptions

• Does not play by the rules

• Can change & evolve
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Attacker Advantages:

• Attribution 

• Geometry

• Timing

• Duration



ADVERSARY CAPABILITIES

1. Discover and exploit vulnerabilities

2. Gain (rogue) network access

3. Defeat cryptography and authentication

4. Conduct sophisticated command & control

5. Affect cyber physical systems (kinetic effects)

6. Exert human influence via social engineering, recruiting, infiltration 
(manipulating users)

7. Obtain covert physical access
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Tier Typical 
Organizations  

Vulnerability 
Exploitation 

Resources Motivation Scope of Access Skills and Capabilities  

I Script Kiddies Exploits pre-
existing known 
vulnerabilities. 

$ Hundreds Bragging rights Minimal. 

 

II Hackers for hire  Exploits pre-
existing known 
vulnerabilities. 

$ Thousands Theft/sale of 
business, financial 
data 

Minimal. 

 

III Small teams of 
hackers, e.g., non-
state actors 

Discovers 
unknown 
vulnerabilities 

$ Millions Theft/sale of 
corporate, govt 
leaders’ personal or 
organizational data, 
political impact 

Localized or sparse 
physical presence.  
Minimal supply 
chain access. 

 

IV Larger, well-
organized teams – 
criminal, non-
state, or state 
sponsored 

Discovers 
unknown 
vulnerabilities 

$ Millions Theft/sale of 
corporate, govt 
leaders’ personal or 
organizational data, 
political impact 

Localized or sparse 
physical presence.  
Minimal supply 
chain access. 

 

V Highly capable 
state actors 

Creates 
vulnerabilities 

$ Billions.  Can 
pursue a few 
complex attacks 
concurrently. 

Political, military, 
economic impact 

Physically present 
and/or supplies 
technology world-
wide and in space.  

VI Most capable 
state actors (U.S. 
rivals) 

Creates 
vulnerabilities 

$ Billions.  Can 
pursue many 
complex attacks 
concurrently 
over a long time 

Political, military, 
economic impact 

Physically present 
and/or supplies 
technology world-
wide and in space.   

 
 

DSB THREAT TIERS

Where is the Biggest Increase in Threat Skills & Capabilities? 



SURVIVABILITY LOGISTICS
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“Taking the fight to the enemy is predicated 

on being able to muster the necessary 

troops, equipment, and supplies at airfields 

and seaports for deployment overseas, and 

ensuring the proper functioning of the aircraft 

and vessels needed to transport them. If the 

homeland industrial base, electrical grid, or 

any other critical infrastructure is 

compromised, military forces will not be able 

to arrive in theater on time or at all. 

Therefore, it is critical that attention to 

survivable logistics begin at home.” (p. 3) 



THREAT TO DIB

“Panelists noted that offshoring can increase 

the risk that the defense supplier base may 

not have sufficient capability and capacity to 

address current and emerging threats to U.S. 

national security. For the purposes of the 

panel discussion, panelists defined capability 

as the know-how and facilities necessary for 

production to address a threat, and they 

defined capacity as the ability to provide 

sufficient production quantities to address a 

threat. A sufficient U.S. defense industrial 

base would have both the capability and 

capacity to not only address current threats, 

but also to ramp up production in response to 

emerging threats.” (p. 30)

Supply

Threats



CHINA IN THE SUPPLY CHAIN

“DoD has several specific areas of risk resulting from the 

scale of China’s investments and its technology transfer: 

- Supply chains for U.S. military equipment and services 

are increasingly owned by Chinese firms.

- China’s targeted investments to close the gap in 

capabilities between its military and the U.S. military. 

- ҄Industrial espionage and cyber theft mean key defense 

designs and plans are in Chinese hands. 

- ҄҄There is no agreed upon list of technologies to protect 

for the future though an effort exists today to delineate 

technologies critical to current acquisition programs 

(JAPEC7).” (p. 4) 



STRATEGIC CAPABILITY

“Finding 1: Current cyber strategy is stalled, self-limiting, and 

focused on tactical outcomes. The DoD must build and adopt a 

comprehensive cyber strategy. 

Finding 2: Defense is a necessary foundation for offense. Effective 

offensive cyber capability depends on defensive assurance and 

resilience of key military and homeland systems. 

Finding 3: Cyber forces, including leadership, require more 

experience and readiness. Sustained experience in operations is 

essential to readiness of U.S. cyber capability. 

Finding 4: The DoD must integrate cyber into a whole-of-government 

approach. Cyber capabilities developed by DoD must be integrated 

into a whole-of-government approach, and integrated with private 

sector and coalition efforts to most effectively defend our collective 

interests. 

Finding 5: Current policies often thwart cyber capability. Policy 

guidance is both essential and currently at odds with effective use of 

cyber capabilities.” (p. 2)https://apps.dtic.mil/sti/pdfs

/AD1055883.pdf
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DOD ASSESSMENT -- 2000

- “A sizable but mostly archaic military that was poorly 

suited to the CCP’s long-term ambitions.” (p. i)

- “PLA’s force structure and capabilities focused largely 

on waging large-scale land warfare along China’s 

borders. The PLA’s ground, air, and naval forces were 

sizable but mostly obsolete. Its conventional missiles 

were generally of short range and modest accuracy. 

The PLA’s emergent cyber capabilities were 

rudimentary; its use of information technology was well 

behind the curve; and its nominal space capabilities 

were based on outdated technologies for the day.” (p. i)  

https://media.defense.gov/2020/Sep/01/2002488689/-

1/-1/1/2020-DOD-CHINA-MILITARY-POWER-

REPORT-FINAL.PDF
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DOD ASSESSMENT -- 2020
- “Shipbuilding: The PRC has the largest navy in the 

world, with an overall battle force of approximately 

350 ships and submarines including over 130 major 

surface combatants.” (p. ii) 

- “Land-based conventional ballistic and cruise 

missiles: The PRC has more than 1,250 ground-

launched ballistic missiles (GLBMs) and ground-

launched cruise missiles (GLCMs) with ranges 

between 500 and 5,500 kilometers.” (p. ii) 

- “Integrated air defense systems: The PRC has one 

of the world’s largest forces of advanced long-range 

surface-to-air systems … that constitute part of its 

robust and redundant integrated air defense system

architecture.” (p. ii) 

https://media.defense.gov/2020/Sep/01/2002488689/-

1/-1/1/2020-DOD-CHINA-MILITARY-POWER-

REPORT-FINAL.PDF



13

CHINA CYBER CAPABILITIES

“We assess that China presents a prolific 

and effective cyber-espionage threat, 

possesses substantial cyber-attack 

capabilities, and presents a growing 

influence threat. China’s cyber pursuits 

and proliferation of related technologies 

increase the threats of cyber attacks 

against the US homeland, suppression of 

US web content that Beijing views as 

threatening to its internal ideological 

control, and the expansion of technology-

driven authoritarianism around the 

world.” (p. 8)

https://www.dni.gov/files/ODNI/documents/assessme

nts/ATA-2021-Unclassified-Report.pdf



CHINA AS A THREAT
“China’s military modernization also targets

capabilities with the potential to degrade core

U.S. operational and technological advantages.

China uses a variety of methods to acquire

foreign military and dual-use technologies,

including targeted foreign direct investment,

cyber theft, and exploitation of private Chinese

nationals’ access to these technologies, as well

as harnessing its intelligence services, computer

intrusions, and other illicit approaches. In 2018,

Chinese efforts to acquire sensitive, dual-use,

or military-grade equipment from the United

States included dynamic random access

memory, aviation technologies, and antisubmarine

warfare technologies.” (p. iii)



ADM Gilday released new Guidance to the Fleet 

which focuses on Warfighting, Warfighters, and 

the Future Navy

FRAGO 01/2019: A Design for Maintaining 

Maritime Superiority

"Make Cybersecurity Part of our DNA. Cybersecurity is 

commanders’ business. Commanders need to own it. 

Commanders will understand the status of their networks and 

systems and the potential operational risk they are assuming if 

readiness has degraded. By January 2020, Fleet Cyber 

Command, supported by Naval Information Forces, will create 

operational cyber readiness training for all commanders and a 

standardized cyber readiness dashboard so commanders 

understand the integrity of the systems upon which they and 

their forces rely, and the risks they are assuming."

15

CNO FRAGO



CNO’S FRAGO
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From the CNO’s FRAGO - How can you: 

Assist the Commander to “understand the status of their networks and systems?”

What “potential operational risk they are assuming if readiness has degraded” in your system?

How is your system monitored in “a standardized cyber readiness dashboard?” 

How is “the integrity of” your system evaluated?

If the threat changes - what “risks” are they (the operational commanders) assuming?



REPORT ON THE SUPPLY CHAIN

“Across all four reports, China stands out for its 

aggressive use of measures—many of which 

are well outside globally accepted fair trading 

practices—to stimulate domestic production 

and capture global market share in critical 

supply chains. Several strategies, including 

public investments in R&D, domestic demand 

incentives, and strategic international 

partnerships have been used to support both 

resilience and competitiveness of key economic 

sectors.” (p. 11) 



GLOBALIZED SUPPLY CHAINS
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“Many opportunities exist for USAF to improve its 

management of supply chain risks, including better 

understanding the supply chain of its weapon systems, 

improving its own resilience to supply chain disruptions, 

and requiring and incentivizing its prime contractors and 

other suppliers to improve their own SCRM:

• USAF policies and responsibilities for SCRM are widely 

dispersed, with limited alignment, coordination, and 

information-sharing.

• USAF places implicit and explicit trust in its vendors to 

manage their supply chain risks sufficiently to protect 

USAF from the effects of disruptions.

• SCRM analysts have a limited understanding of which 

suppliers are actually in the supply chain of a given 

program or weapon system beyond the first tier.

• Although many sources of SCRM-relevant data exist, 

they are in diverse formats and can be difficult to access, 

integrate, and analyze.” (p. vii) 



SUPPLY CHAIN DATA
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“Currently there is significant activity in DOD to address supply 

chain risk management, but it is decentralized, repetitive, and not 

scaled. Companies looking to enter the DIB seek opportunities to 

participate in new supply chains that create and leverage a more 

resilient foundation to deliver critical technology to DOD. To date, 

DOD has relied on prime contractors to provide supply chain data. 

This approach has proven inadequate because many primes do 

not understand their own chains. It has become imperative for 

DOD to have its own view into the global marketplace that is its 

supply chain. Even with a mandate to prime contractors, DOD 

needs to be able to “trust but verify” with its own tools. Briefers 

emphasized that DOD should invest in an existing software 

solution that can be acquired and configured from the commercial 

sector. Briefers observed that within DOD today, program 

managers are watching their own data, but not centralizing it. They 

recommended that DOD craft policy at the Secretary of Defense 

level to build a central, interoperable data set that can share.” (p. 

13 - 14) 



DSB REPORT - SUPPLY CHAIN RISK

“Modern weapons systems have large numbers of microelectronic 

parts. A part may have millions of circuit elements, with complex 

interconnections. Also, some of the parts will be connected to 

sensors, and almost all of the parts will likely have thousands to 

millions of lines of programming (i.e., embedded firmware) that 

governs behavior. As a result, these microelectronic parts. are too 

complex for comprehensive modeling. Moreover, the parts are 

often made by a global supply chain, with producers who may be 

unwilling to share design fabrication information in sufficient detail 

to enable analysis.”(p. 55) 

Supply chain defenses for microelectronics: 

- Axiomatic basis  

- Synthetic basis  

- Analytic basis (Record Provenance) 

- Analytic basis (Sampling to collect measurements)
https://apps.dtic.mil/sti/pdfs/AD1028953.pdf

https://apps.dtic.mil/sti/pdfs/AD1028953.pdf


CYBER SUPPLY CHAIN
Good supply chain protection activities:

“1. Careful engineering design beginning at system inception to 

prevent failure based on complex environmental cues; 

2. Carefully planned manufacturing practices to prevent the 

introduction or malicious insertion of vulnerabilities; 

3. Diligent protection from tampering of parts during design, 

shipment, and operation; 

4. Active search and continuous automated monitoring to detect 

system failure; 

5. Resilient design that allows for rapid isolation of subsystems 

based on detected aberrant behavior and rapid part substitution 

or replacement of or updating of software components of the 

subsystem in whole or in part; and 

6. Practiced, efficient response procedures at the subsystem, 

system and mission level to enable remediation in response to 

detected or anticipated failure, as well as emerging information 

on new vulnerabilities and exploits.” (p. 10) 
https://apps.dtic.mil/sti/pdfs/AD1028953.pdf

https://apps.dtic.mil/sti/pdfs/AD1028953.pdf


DOD DIRECTION
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https://www.defense.gov/Newsroom/Releases/Release/Article/2764527/

defense-department-establishes-supply-chain-resiliency-working-group/

From the above article:

“The Office of Industrial Policy, leading the working group, intends to do more than just address 

reporting requirements. “The working group is a down payment on a long-term problem,” 

explained Jesse Salazar, Deputy Assistant Secretary of Defense for Industrial Policy. “It 

coalesces efforts from across the Department and provides a mechanism to develop a 

framework and proactive strategy to change the way DoD does business, and better secure our 

supply chains.””



DEFENSE ACQUISITION SPEED AND 

SECURITY MANIFESTO
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Leveraging the model of the Agile Manifesto, DAU is creating a 

Great Power Competition Manifesto that is:

- Stakeholder developed, owned, & promoted

- Clear, simple, & concise using common language

- Provides a set of principles to Promote Speed & Security in 

our GPC with China 

Would you be interested in providing inputs?



Questions

paul.shaw@dau.edu
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