NATIONAL DEFENSE INDUSTRIAL ASSOCIATION
San Diego Chapter — Cybersecurity Committee

A Message to Our Members
Thank you — and here is what you told the CMMC Reform Task Force

August 2026

Dear Members,

Thank you! In a short span of time, 48 member organizations completed our chapter survey on the CMMC
Reform Task Force’s Request for Information — a strong response on a tight timeline, and one that gave
the chapter something genuinely valuable to submit on your behalf. The consolidated response that follows
this note is built entirely from your input, and it has been submitted to NDIA National for consolidation
into their response to the RFI.

What you told us. The message from our membership was clear and, on the essentials, remarkably
consistent. An overwhelming 92 percent of you agree that protecting Department information in the supply
chain is a necessary objective — this chapter is not asking to lower the bar. At the same time, 94 percent
believe the program needs to change, roughly two-thirds find its cost disproportionate to the risk it actually
reduces, and roughly two-thirds find the requirements too ambiguous to know when a company is
compliant. The clarity of what qualifies as CUIl — and the over-scoping and excessive flowdown that follow
from that ambiguity — emerged as the single most-cited problem across nearly every question. And 44
percent of you reported taking at least one step that shrinks the defense industrial base: declining a bid,
considering leaving the market, or shifting toward commercial work.

What we did with it. We synthesized every response into a consolidated chapter position organized around
the RFI’s seven questions, backed by the actual frequency data from the survey. We led with your priorities
— fixing CUI identification at the source, tiering requirements to real risk, right-sizing verification,
recognizing the commercial and government-hosted capabilities you already use, and making the cost
recoverable. Where the membership was divided, we said so plainly and represented the dissenting views
in their own words, to provide a complete and honest picture.

Your responses stayed anonymous. Everything in the submission is aggregated and anonymized. No
individual company, cost figure, or identifying detail appears anywhere in it, and a small number of member
comments are quoted only in anonymized form to illustrate patterns already visible in the numbers. Nothing
was marked proprietary, consistent with the RFI’s requirements.

You can still add your own voice. NDIA National’s response and individual company responses are
counted separately, and volume from one region is itself a signal. If you are reading this prior to the RFI’s
deadline (8/14/2026), you can still submit your own response. The RFI can be found at SAM.gov

If you would like to discuss any part of this response or help shape any follow-on engagement with the
Task Force, please reach out to cybersecurity@ndia-sd.org. Thank you again for taking the time and helping
our chapter address the issues that affect your business.

With appreciation,

Adham Shaaban
Cybersecurity Committee
NDIA San Diego Chapter
cybersecurity@ndia-sd.org

The full consolidated response submitted to NDIA National follows on the next page.


https://sam.gov/workspace/contract/opp/89ef9bfb0834473791e991c712698d94/view

Consolidated Chapter Response
Reforming CMMC and Reducing Compliance Burden for the DIB — NDIA San Diego Chapter

Respondent Profile and Method

The findings below are drawn from a structured survey of NDIA San Diego members conducted in late July and early
August 2026. Forty-eight member organizations responded. The instrument used fixed-choice questions to allow clean
aggregation and one optional open comment field. Percentages are the share of the 48 respondents selecting a given
option; multi-select items sum to more than 100 percent. Where we quote a member, the quotation is anonymized and
offered only to illustrate a pattern already visible in the aggregate data.

Who responded. The sample is small-business heavy and squarely within the population the RFI targets: 73 percent
employ fewer than 50 people. By role, 54 percent identified as subcontractors or suppliers, 44 percent as professional
or technical services firms, and 40 percent as primes (many respondents wear more than one hat); 12 percent identified
as non-traditional entrants and 12 percent as cybersecurity service providers, MSP/MSSPs, or C3PAOs. Respondents
span the full compliance journey, from not yet started (15 percent) to a completed Level 2 C3PAO assessment (roughly
one in six).

The Central Finding: Strong Support for the Goal, Strong Rejection of the Current Mechanism

Member sentiment % (n=48)

Protecting DoD information in the supply chain is a necessary objective — agree 92%
The cost of compliance is proportionate to the risk it actually reduces — disagree 69%
The requirements are clear enough to know when a company is compliant — disagree 69%
The CMMC program requires change (major overhaul 50% + targeted reform 44%) 94%
The program is working as intended and needs no change 6%

This split is the through-line of every answer that follows. Members are not asking to be relieved of the duty to protect
federal information. They are asking for that duty to be defined clearly, scoped to real risk, and implemented in a way
a company of ten or thirty people can actually execute. We note honestly that the membership is divided on how far
reform should go — a near-even split between “major overhaul” and “targeted reform” — and that a minority,
concentrated among assessment professionals, cautions against weakening independent verification. We address that
dissent in the closing section rather than bury it.

RFI Question 1 — Top prohibitive cost drivers, administrative burdens, and operational challenges

Members were asked to select their top five cost drivers and, separately, the operational effects of implementation.
The results identify assessment, cloud migration, and documentation labor as the dominant costs, and identify lost
business and diverted leadership attention as the dominant operational harms.

Most-cited cost drivers (top 5 permitted) % (n=48)
C3PAO assessment fees 58%
Migration to GCC High or another government cloud 52%
Internal staff hours spent on documentation and evidence 48%
Consultant, RPO, or gap-assessment fees 46%
Hiring IT or security staff 40%
Recurring annual maintenance, affirmation, and evidence upkeep 33%

The burden is felt as disproportionate, not merely large. Reported total spend to date clusters in the tens to low
hundreds of thousands of dollars rather than in extreme figures — but that is precisely the point for a small firm. Sixty
percent of respondents reported spending at least one and a half times what they expected, a third spent more than
double, and 17 percent stopped their compliance effort before they finished. As one member put it, the cost “pushes
our rates into non-competitive territory,” and for pre-revenue entrants there is “no way to price it in” while staying
competitive on already-thin margins.
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The heaviest operational harms are business and organizational, not technical. Asked for the effects of
implementation, members most often cited day-to-day productivity loss from added access friction (54 percent) and
leadership time pulled away from running the business (48 percent) — an acute cost in firms where the owner is also
the compliance lead. Inconsistent prime interpretation (42 percent) and data-exchange friction with primes and
teammates (40 percent) point to a coordination failure across the supply chain, not just a per-company cost. One in
three reported IT or security staff burnout or turnover.

The most consequential burden is the one that never appears on an invoice: lost participation. Across the effects
question, 44 percent of respondents reported taking at least one market-contracting action — declining or no-bidding
DoD work (27 percent), considering exit from the defense market entirely (27 percent), or shifting revenue focus
toward commercial or non-DoD work (23 percent). This is the industrial-base contraction the Task Force was
convened to arrest, measured directly.

“As a pre-revenue new entrant, the biggest impact isn’t the cost of an assessment — it’s the go/no-go decision made
before any bid exists. The companies you re losing aren’t the ones leaving; they re the ones that never arrive.”

RFI Question 2 — Controls that deliver the most tangible security uplift

Members were clear about what works, and the answer is instructive: the highest-value controls are widely available
commercial security practices, not CMMC-specific artifacts. This finding directly informs Questions 3 and 4.

Controls cited as delivering real security value (top S permitted) % (n=48)
Multifactor authentication 79%
Security awareness and phishing training 52%
Timely patching and vulnerability management 42%
Endpoint detection and response (EDR/XDR) 31%
Email filtering and anti-phishing 27%

The concentration at the top matters. Multifactor authentication was named by nearly four in five respondents; the
leading practices overall are the same controls a well-run commercial firm already deploys, and are available as native
features of mainstream platforms. The chapter’s recommendation follows from this directly: a reformed program
should orient around a compact core of demonstrably high-value controls, and should recognize that most members
can already meet that core using commercial capabilities they own today (see Question 4).

RFI Question 3 — Requirements with high overhead and least measurable security benefit

The signal here is precise and important: members did not report that the technical safeguards are worthless. They
reported that the apparatus surrounding those safeguards — CUI identification, scoping, evidence documentation, and
interpretation — generates the most cost for the least security return. Only half of respondents felt implementation
made them meaningfully more secure at all; 38 percent reported no meaningful security change despite significant
cost and effort.

CUI identification and over-scoping is the single most-cited source of low-value burden, appearing both as the
hardest requirement to interpret (46 percent) and as the dominant theme of the open comments. Members describe
requirements flowed down onto work with no plausible CUI nexus at all.

“I often see RFPs requiring CMMC certification even though no part of the project contains anything that should be
CUI — changing exit signage in a dormitory, a fire-extinguisher pump house. No CUI is provided and none is stored.”

“Painting, coating, repairing a broken window, installing ceiling tile or bathroom tile should not require Level 2. These
are examples of excessive flowdown, because CUI cannot be deconstructed.”

Beyond CUI identification, the requirements members found hardest to interpret — our proxy for high administrative
overhead with contested value — were External Service Provider and shared-responsibility boundaries (38 percent),
control of CUI flow under 3.1.3 (38 percent), and the content, format, and sufficiency of the SSP and POA&M (35
percent). Documentation and evidence upkeep recurs throughout: members ask that meeting a technical requirement
be treated as evidence of meeting it, rather than requiring a separate documentary artifact for each objective. The
recommendation is not to delete controls wholesale, but to (a) fix CUI identification at the source, (b) publish binding
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plain-language interpretations of the contested objectives, and (c) reduce evidence formalism where the technical
control is verifiable directly.

RFI Question 4 — Use of commercial capabilities, and how DoW might recognize them

Members already rely heavily on commercial and government-community platforms, and they show strong appetite
for models that let the government recognize or furnish those capabilities rather than requiring each small firm to build
and certify its own environment.

Commercial / community capabilities already in use % (n=48)

Microsoft 365 GCC or GCC High 42%
Microsoft 365 commercial with security add-ons 29%
A CMMC-focused enclave or compliant-workspace product 29%
AWS, Azure, or another FedRAMP-authorized cloud 27%
MSP or MSSP with 24/7 monitoring 23%

Asked which alternative delivery models they would seriously consider, members endorsed government-furnished
and government-recognized options at high rates — and only 17 percent rejected a government-provided environment
outright.

Alternative delivery models members would consider % (n=48)

A DoW-hosted environment contractors subscribe to that stores/processes CUI (Flankspeed-style) 52%
Government-furnished laptops or virtual desktops issued for CUI work 52%
Direct subsidy, grant, or allowable-cost treatment for small-business compliance spend 44%
Government-negotiated enterprise (bulk) pricing for GCC High and comparable platforms 38%
A government-vetted catalog of pre-certified commercial environments conferring presumptive 31%

compliance

Recommendation. The Department should recognize commercial and community capabilities in three concrete ways.
First, grant presumptive compliance for the controls a vetted platform already satisfies — inheritance rather than re-
proof — via a published, government-maintained catalog. Second, stand up or extend a government-hosted CUI
environment that contractors can subscribe to, modeled on the Navy’s Flankspeed and the Army’s emerging NCODE,
and exempt work performed wholly within it from separate certification. Third, use the government’s buying power
to negotiate enterprise pricing for the compliant platforms small firms are already forced to buy individually. Half of
our members would use a hosted government environment; the critical design requirement, raised explicitly by
members, is that doing CUI work inside it must remove the member’s own systems from assessment scope —
otherwise it adds cost rather than removing it.

RFI Question 5 — Self-assessment challenges, and whether it drives a dynamic posture

Members report that self-assessment, as currently structured, functions more as a periodic paperwork exercise than as
a driver of continuous security — and that its central problem is evidentiary uncertainty and the absence of any
feedback loop.

Reported self-assessment / SPRS challenges % (n=48)

Uncertain what evidence we would need to defend our score 54%
Scoring methodology is confusing or counterintuitive 48%
Our self-assessment is primarily a compliance exercise, not a security driver 42%
We get no feedback — we submit and hear nothing 42%
Concerned about personal or corporate liability for the affirmation 35%

Only 21 percent said their self-assessment genuinely drives their security program. Members observe a structural
mismatch, articulated well by one respondent: a static, cyclical audit that samples fixed evidence cannot keep pace
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with a cyber environment where change is “ongoing and elusive.” The reform members ask for is not the elimination
of self-assessment but its redesign — clear evidence standards published in advance, a comprehensible scoring model,
an actual feedback loop from the Department, and a shift toward lighter-weight, more continuous verification. On
liability, one in three cited exposure under the affirmation as a live concern; a defined safe harbor for good-faith,
documented effort would materially reduce it.

RFI Question 6 — Actionable reforms to reduce cost and barriers to entry for small, medium, and non-
traditional businesses

Asked to select the reforms they most want, members prioritized clarity of scope, proportionality, and relief from
universal third-party certification — in that order.

Most-wanted reforms (top 5 permitted) % (n=48)

Resolve what qualifies as CUI definitively, at the contract level, before award 52%
Allow Level 2 self-assessment with risk-based government verification (vs. universal C3PAO) 48%
Offer a government-hosted CUI environment and exempt subscribers from separate certification 42%
Provide direct cost offset — grants, tax credits, or allowable-cost treatment 42%
Tier requirements by contract value, data sensitivity, or actual risk 35%
Reduce the 110 controls to a defensible core set 35%
Cap or standardize C3PAO fees and expand assessor capacity 35%

The chapter’s consolidated recommendation, drawn directly from these priorities:

» Fix CUI at the source. Require the contracting activity to make a definitive, contract-level CUI determination
before award, and prohibit reflexive marking and flowdown of material with no CUI nexus. This is the highest-
leverage single reform in the data; it is the root cause of over-scoping, excessive flowdown, and most interpretive
cost.

* Tier the requirement to the risk. Establish a risk-based structure — including a micro-entity tier for the smallest
firms — rather than a single uniform bar, so that a low-sensitivity, low-value effort does not carry the same
certification weight as a high-sensitivity program.

* Right-size verification. Permit Level 2 self-assessment with risk-based government verification for lower-risk
scopes, reserving mandatory third-party certification for higher-risk work. Pair any self-attestation path with a
good-faith safe harbor and clear evidence standards.

* Recognize and furnish infrastructure. Stand up subscribable government-hosted CUI environments, grant
control inheritance from vetted commercial platforms, and negotiate bulk platform pricing (see Question 4).

* Make the cost recoverable and the systems fewer. Deliver meaningful cost offset (grants, tax credits, or reliable
allowable-cost treatment) and consolidate the proliferation of federal portals — SPRS, PIEE, DD-2345, CMMC,
and bidding systems — that members describe as independently overwhelming.

RFI Question 7 — Actionable reforms to improve operational resilience against cyber attack

Because members identify the highest security value in a compact set of commercial controls, the most direct path to
resilience is to concentrate attention and resources there rather than diffusing them across documentation.

* Anchor the program to a high-value core. Center requirements on the controls members found most effective
— multifactor authentication, security-awareness training, timely patching, endpoint detection and response, and
email defense — and reduce evidence formalism around lower-value objectives so that scarce small-business
attention flows to the controls that actually reduce risk.

« Shift from static audit to continuous assurance. Members warn that a periodic, evidence-sampling audit cannot
track a dynamic threat environment. Favor machine-readable, automatable verification (for example, OSCAL-
based reporting and platform telemetry) over point-in-time manual review, which improves both resilience and
assessment economics.
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* Reduce supply-chain fragility from inconsistency. Standardize prime flowdown language and prohibit over-
flowdown. Inconsistent interpretation across primes (cited by 42 percent) is itself a resilience problem: it wastes
remediation effort and leaves genuine gaps unaddressed while firms chase contradictory guidance.

* Fund capability where it is thinnest. Government-sponsored cybersecurity and CUI-management workshops,
mentoring, and shared secure infrastructure for the smallest firms would raise the true security floor of the base
far more efficiently than requiring each micro-entity to reconstruct enterprise capability alone.

Feasibility, Member Division, and Risks — as required by the RFI format

Feasibility. The chapter deliberately weighted its recommendations toward measures achievable inside the Task
Force’s 60-day window. Definitive CUI determination, standardized flowdown, published interpretations, a vetted
platform-inheritance catalog, and extension of an already-operating government environment (Flankspeed) to
contractors are policy and guidance actions, not multi-year technology builds. Tiering and self-assessment pathways
can be implemented through acquisition policy. Cost-offset mechanisms are the most involved and would require
coordination with acquisition and budget authorities.

Member division, represented honestly. This response reflects a clear majority, but not unanimity, and the Task
Force should weigh the dissent. A vocal minority — concentrated among MSP/MSSP and C3PAO members and
among small firms that have already certified — cautioned against weakening independent verification. Their
arguments, in their words: self-attestation invites inflated scores, with affirming officials “giving themselves 110 with
little to no evidence”; independent assessment “is essential to keep organizations honest because many are not”; the
False Claims Act is a weak deterrent because it forces insiders to risk their careers to report; and one member stated
flatly that the cost complaints are “significantly inflated.” A separate strand argued the real barrier is leadership culture
and accountability rather than cost, and that proper scoping and budgeting can bring a Level 2 in for well under six
figures. Still others urged the opposite of relief — stronger enforcement — noting that lax or deferred enforcement
and acceptance of self-certification unfairly penalize the small businesses that did undertake the expense of full
compliance in good faith.

Principal risks. The chapter flags three. First, any expanded self-assessment pathway must be paired with credible
verification, evidence standards, and a safe harbor, or it will erode both security and the competitive position of firms
that certified honestly — a fairness concern our own members raised pointedly. Second, resolving CUI must not
devolve into a slower or more contested pre-award process; it should be a clear determination made by the contracting
activity, not a new burden shifted onto industry. Third, tiering must be drawn on genuine risk, not solely on company
size, so that a small firm handling genuinely sensitive information is not under-protected. The chapter offers these not
as objections but as design constraints that make reform durable.

Closing. NDIA San Diego thanks the Task Force for opening this review to the companies that carry the program’s
cost. Our members want to protect the Department’s information; they are telling you they need that duty defined
clearly, scoped to real risk, and made affordable enough that the small and non-traditional firms the Department
depends on can stay in the fight. We are glad to provide further detail or participate in follow-on engagement.
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