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NAVKWAR
V’ Naval Information Warfare Systems Command (NAVWAR)
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~a& CNO Caudle’s Direction to the Navy

NAVWAR Plays a Critical Role

CNO Note #1: FOUNDRY — ELEET — FIGHT

(W) FOUNDRY - FLEET - FIGH

FLEET

“We will continue to build an integrated, all-domain Fleet — one that fuses maritime (surface, air,
and undersea), cyber, space, and strategic capabilities...

Interoperability and interchangeability...will be our force multiplier.”

FIGHT

“...we will innovate, adapt and integrate cutting-edge technologies at the speed of relevance.

We will accelerate the integration of artificial intelligence, robotic and autonomous systems,
resilient C3 architectures and synchronized effects — ensuring decision advantage, survivability
and combat overmatch.”




NAVKWAR
V’ Digital Engineering

NAVWAR Office of the Chief Engineer Priority:

Execute Model-based Engineering across
INAVWAR enterprise

Digital Engineering Outcomes

Support and accelerate Engineering Change N\
Request (ECR) review and approval process and
Configuration Management (CM) support

Separate,
Linear
Systems
Engineering
Process
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Enhance platform integration by using models to:
— Support interface definition and verification

Leverage model
data to auto-

— Ensure new systems or system updates operate in generate artifacts

Model-based
Systems
Engineering
(MBSE)
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DevSecOps DEVELOP <«—> TEST <—» DEPLOY

the existing architecture before installs and testing to accelerate key
processes

Accelerate engineering and certification processes
to support early/often product delivery
— Architecture development and review
— Key process workflows and documentation (e.g., /
RMF, FRCB)

Enable complex end-to-end mission analysis




NAVUWAR
V’ Cybersecurity

Navy Priority:
Drive Cyber Resiliency and Readiness

Cybersecurity Outcomes

Fundamental shift from compliance to risk-based decision-making

Enterprise-wide Zero Trust adoption Cyber “bolted on”

Accelerated patch development, testing, and delivery
— Process and infrastructure to accelerate regression testing for patches

Manage End of Life (EOL) / End of Support (EOS) Today’s Challenge

Difficult for Sailors to Manage, Defend, and
Operate

Simplify and automate Sailor responsibilities across Network Operations,
Defensive Cyber Operations, Cyber Hygiene

Incorporate Atrtificial Intelligence (Al) into cyber threat identification,

. Where We Need to Go
analysis, and response

: Cyber Ready by
L design

Easier for Sailors to Manage, Defend, and
Operate




NAVWAR
V’ Accelerate Readiness & Enable Self-Sufficiency

NAVWAR Priority:

Readiness & Self-Sufficiency Outcomes

Provide afloat forces with seamless access to pier-

Agile development > more capability faster side connectivity services

r-Centered Design (UX) > rain an
User-Centered Design (UX) > easy to train and use v Upgraded network infrastructure at major

Modularity of system design naval ports worldwide—increased overall
— Enable speed to install, and manage EOL/EQOS with easy remove/replace network capacity
even during short avail windows v Enhanced backhaul connections resulting
— Better support prototyping and experimentation with emerging technology in throughput improvement

Drive automation to reduce and simplify Sailor workload

Focus on integration across IW capability development and delivery

Comprehensive monitoring and management of Information Warfare
systems and networks
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V’ Delivering IW Capabilities to the Fleet

Where We Need Your Help

aEnggr =

v Digital Engineering -  —

v Cyber integrated into all technical
activities

v Agile Development Practices

v Modular Open Systems Architecture
(MOSA)

v User-Centered Design (UX)

v Application of emerging technology

QUESTIONS?
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