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Slow Speed to Capability: The 
existing architecture and processes 
significantly impedes our ability to 
rapidly deliver new capabilities 

Driving Forces For Change
Key Challenges Faced

EOL (End-of-Life) Technology: 
The rapid COTS lifecycle forced 
frequent and costly upgrades, 
increasing complexity and risk

Shipyard Planning & Availability: 
Integrating new capabilities is 
severely constrained by shipyard 
schedules, requirements, and 
availability, slowing deployment

Navy Unique Architecture: Unsustainable legacy 
requirements not aligned to meet with commercial 
solutions – DDIL, NOWS, DR, Serial

HAIPE BOD: Maintaining and supporting increasing 
cyber requirements requires significant overhead and 
specialized expertise

pLEO: High BW, low latency SATCOM

Growing COTS License Costs: 
Unsustainable expense of Commercial-
Off-The-Shelf software licenses

Procurement and Install Costs: High 
procurement and installation costs, 
combined with lengthy 
procurement cycles 

Escalating Costs & 
Budget Constraints

Advancing 
Commercial technologies 
outpacing legacy systems 

Lifecycle and deployment 
bottlenecks

Pace of capability 
delivery
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Turning Barriers into Breakthrough

Transitioning From:  
• Outdated processes & bureaucracy: Slow speed of development & deployment
• Fragmented programs: Creates unsustainable number of baselines 
• Siloed teams: Hinders collaboration & innovation
• Slowed capability delivery: Fleet vulnerabilities & tech obsolescence

Transitioning To:  
• Streamline and modernize processes for greater agility and responsiveness
• Align programs & resources to reduce baselines and increase efficiency
• Stronger cross-team collaboration and integrated decision-making
• Accelerated capability delivery and optimized resource use for cost-effectiveness, 

keeping pace with industry advancements to minimize fleet vulnerabilities and 
combat tech obsolescence.



60/45/30 Rule
 60 Days: FIIT coordinates with TYCOM and Ship's Force to 

communicate CTU-A pre-requisites and expectations. S/F 
to submit trouble tickets, as needed to resolve any issues 
prior to going onboard.

 45 Days: FIIT/ENG Team’s Preliminary readiness 
assessment (TNAM Reports). 

 30 Days: Tactical Networks Team Go/No-Go decision point. 
 Avail – 0 (A-0): Install during Window of Opportunity.

"Fight Tonight” (2027) – CANES Response Plan (CRP) ensures 
platforms are meeting Pinnacle 27 objectives and delivering 
critical capability outside of CNO availabilities via Capability 
Tactical Upgrades (CTU).

Software only disaster recovery 
hybrid upgrade that introduces 
automation:

 Advance Delivery Pipeline (ADP)
 Tactical Network Tools
 Chat IT
 Window 11 (Fresh Provisioning)
 RedSeal
 CRP27 EOL/EOS Batch 1 ECRs
 And More!

Hardware and Software upgrade 
geared toward 2027 readiness:

 Matrix Chat
 Zero Day Response
 ADP v1.X
 DDIL Server Shutdown
 CRP27 EOL/EOS Batch 2 

ECRs
 And More! 

CTU-A Status
 01 Completed
 08 In Progress
 10 In Various Stages

Benefits to the Warfighter
• Enhanced Situational Awareness:

Reliable networks provide critical, real-
time intelligence.

• Improved Communication: Seamless 
connectivity ensures effective command 
and control.

• Increased Operational Readiness: 
Streamlined upgrades minimize 
downtime and maximize network 
availability.

• Strengthened Cyber Defense: Protecting 
vital networks and data from enemy 
threats.
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Network Services

Web
Email
File Share/ShareDrive
Productivity SW
Business SW 

(OMMA, Navy Cash, NIAPS)
Maintenance Tools 

(TIVAM, HBSS, Patching)
End Point Devices
Mobility
Identity Management
DNS/NTP
SW Distribution
Printers
WiFi

IT INFORMATION
TECHNOLOGY OT OPERATIONAL

TECHNOLOGY

Controlled
Access

Logical +
Physical

VTC – VOIP – VDS
COP SW SYS Hosting
CHAT
MQ-25
Msg Traffic
CAS
Sec Rel
Mapping Services
Identity Management
DNS / NTP

Transport
COP SW SYS Hosting
Weapons System Interface
TTWCS – TLAM
CDS – Multi Enclave
BMD / IAMD
(Predictive RD Utilization + Failover)

C2 LRF

Opportunity to DO DIFFERENTLY (Better) Opportunity to Diverge

Phase 1 – Deliver / Install OT Capability
•High Avail
•Redundant / Dynamic Routing

•Observability
•Identity control Access

•Core Services Orchestration

• Ao High Availability
• Time-Critical Response
• QoS – Throughput + Latency + 

Jitter
• Defense In Depth / ZTA
• Production – Representative 

Testing (Robustness)
• Greenfield Deployment
• Rapid Patching + Security 

Incident Detection and 
Response

• Disciplined Configuration 
Management

• Data Protection (Rest, Transit, 
In-use, FEC)

• Graceful Degradation (fault 
tolerance)

Additional Considerations
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Tactical Networks Next Generation (TN NxG)

Adaptable

Agile and efficient delivery of 
tactical network capability

Usable

Effective, efficient and 
intuitive tactical network

Affordable

Reduce cost to build and 
sustain 

Cyber Secure

Tactical network is secure 
and recoverable from Cyber 
attacks

Available

Ready and able to perform 
when mission is called for

Resilient

Rapid recovery and 
restoration of tactical 
network functionality

Vision: To provide the AI-enabled, cyber resilient foundation, delivering tactical edge capabilities through a flexible infrastructure, 
upon which the fleet fights and dominates in a contested, multi-domain environment at the speed of relevance. 

Wartime Readiness and Objectives
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Tactical Networks NxG

Modular Hardware - Laying the Foundation

Network devices are the bedrock SDN architecture is built on

Software Defined Networking - Speed to Capability

OTA updates enabling critical capabilities at the speed of deployment 

Flexibility via Software

Powered by Hardware


